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A finite field Fy is a finite set of ¢ elements, including 0 and 1, in which you can
add and subtract, multiply and divide (except for division by 0). A more formal
definition is given in section 19.1 of Garrett. The basic examples are the fields
F, = Z/p where p is a prime number. Some fundamental facts (see sections 7.8,
17.6, 26.1, 27.1 and 29.5):

(1) the size is a power of a prime number ¢ = p”, and Z/p is contained in F,.
In fact, F, is an n-dimensional vector space over Z /p;

(2) Any two finite fields with ¢ elements are isomorphic after relabelling;

(3) there is an element ¢ such that every element of F, is on the list:
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Such an element is called a primitive root of Fy. In fact there are p(q — 1)
different choices of a primitive root, including (~! = (972,

(4) for an x # 0 in F, there is a unique £ (0 < £ < g — 2) so that z = ¢*; £ is
called the discrete logarithm of x base ( and often written log(x). Since
¢¢% = ¢**? we have log(zy) = log(z) + log(y) (mod ¢q — 1).

(5) Every element z satisfies z9~1 = 1. Note that the multiplicative inverse of
z=Clis et = ¢a 1t

Primitive roots in Z/p. For p < 100, all primitive roots are listed in Table 3 on
page 511. For p = 5 we choose ( = 2 and note that {0,1,2,2%2 = —1,23 = 3} is Z/5.
For p = 7, 2 is not a primitive root but ¢ = 3 and ¢ = 5 = 37! are: the elements
of Z,/7 are: {0,1,3,32=2,33 = —1,3* = 4,35 = 5}.

The field F4. A basis for this vector space is {¢,1}. Thus the elements of this
field are elements at + b where a,b € Z/2. We multiply them as polynomials
and then apply the rewriting rule ¢t = ¢ + 1. Here ¢ is a primitive root, and
t3 =t-t> = t(t+1) = t2 +t = 1. Formally, this construction is written as
Fy =7Z/2[t)/(t2 =t + 1).

The field Fi. A basis for this vector space is {z3, 2%, z,1} and it is convenient to
represent an element a1z + a2? + asx + a4 as a binary string (a1, a0,as3,a4) or as
a hexadecimal digit (0,1,...,9,A,B,C,D,EF).

Here z = (0010) is a primitive root and the powers of z are: z2 = (0100),
x3 = (1000), z* = (0011), 25 = (0110), 2® = (1100) =‘C’, 27 = (1011) =B’, 28 =
(0101), 2° = (1010) =*A’, 2% = (0111), 21! = (1110) ='E’, z'2 = (1111) =F’,
213 = (1101) =D’ and 2z~ = 214 = (1001). (Of course z'® = 1.)

Incidentally, if we set ¢ equal to z° = 2% + x = (0110) then > = ¢ + 1 because
210 =22 + 2 + 1. Tt follows that the subspace with basis {t,1} is the field Fy.



