Lecture 17 - Pollard’s factoring
algorithms

Thislecture (actually2inclass) concerntwocl ever factoringal gorithns

i ntroducedby J. Pollard. Thefirst, Pollard' s palgorithmfor integer

factorization (asdistinct fromhispalgorithmfor discretelogarithns)
factorsaninteger nintime O (n'/*), asopposedtothenaive O (n'/?)

trial divisionalgorithm Thesecondis aspecial purposeal gorithm

and onl y works wel | whenp -1issnoothfor oneof thefactors pof theinteger tobefactored.

The i dea of bothal gorithnmsistohypotheticallyconsider afactor pof n,
and derivepropertiesit satisfiesfromsone
experinentation. Enoughclues arefoundtoobtaintheval ue of p.

Pollard’ s p algorithm for integer factorization

Let pbethesnallest factor of aninteger n (pisunknown, of course). W consider arandom-
| ooki ng functionthat mapsintegersnodntoother integersnmdn. The
classicexanpleistotakethepolynomal f (x) = x2+5anditerateit.
Let xo =1, Xy =1f (Xg), X2 =T (X1), ..., Xk =T (Xx),

The Bi rt hday Paradoxtellsusthat it isunlikelytwoof theval ues
will overlapuntil wehaveiteratedthisfunctionabout n'/2times. However,
t he sane Bi rt hday Par adox t el | s us we do expect an over | ap of val ues
modul ot he prime pwithinabout p/? < n/4steps. Supposethat x; =
Xj issuchacollision (modp). O coursewedon' t knowwhichi andj theseare,
but i f wetook the GCD (x; -x;, n)itwuldverylikelybep. Afterall,
it hastobeadivisor of n,
and pdividesboth. It' snot |ikelytoincludeabigger factor,
suchasnitself, becauseit woul dnmeanacollision
mod n (whi chwe don' t expect tohappenuntil nuchl ater on).

The al gorithmt hus tests for suchcollisions. However,
storingthemal | and conpari ngthemal | woul d be prohi bitive. |nstead,
it usesthefact that oncethereisacollisionof valuesx; =Xxj,

thentherearecollisionseverysuccessivestep:

Xii1=Xj
Xi2 = Xj2
Xi+3 = Xj ;3
etc...

Wedon' t needtoseethefirst collision, just somecollision. Ingeneral,
Xr = Xr.jij foranysufficientlylarger. Inparticular,
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for sufficientlylargemultipleskof |i -j | wehavexy =
Xok. Wethusonlylookat differences of these (whichrequireslittlestorage),
and t ake GCD (X - X2k, N).

Hereis an exanpl e:

fIX_]1=x"2+5

5+x2

p=Prine[4]; q=Prime[6]; n=pq

91

(* This is the sequence x)

tab = {1}; Do[AppendTo[tab, Mod[f [tab[[-1]]1], n]1], {100}]; tab

{1, 6, 41, 48, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34,
69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34,
69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34,
69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34,
69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34, 69, 34}

(» These are the GCDs «x)

Tabl e[GCD[%[[2i]] -%[[i1], n], {i, 50}]

(1, 7, 7, 7, 7,91, 7,91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91,
7,91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91, 7, 91}

Wesee 7 ispulled out .

Here is a much bigger number, but with a moderately - sized smallest prime factor. This determines how long the algorithm
takes.

p = Prime[100]; q = Pri me[10000000000]; n=pq
136384910 137 043



Lecture 17 - Pollard’s factoring algorithms.nb

tab = {1}; Do[AppendTo[tab, Mod[f [tab[[-1]1]1], n]], {100}]; tab

{1, 6, 41, 1686, 2842601, 8080380445206, 42348633 296828,

66248037 349051, 85439130607 169, 27959685793612, 85026439 508 660,
70981221085653, 25524420934229, 19246918 738220, 90481766497 303,
55236837 149244, 26061652572533, 58603176830026, 69777371705792,
111063517850050, 27436601 737489, 115863518811119,
39320633105332, 30350209272546, 60742946525903, 8338376143609,
68868 770337758, 65368801576721, 129304919759788, 40093 108851508,
68551016435065, 9278382097111, 33583975588429, 66329131852 855,
123282519212217, 46416095006884, 28571041176 555, 125494569812 595,
38657266017549, 116713226908 005, 57 354902292247, 28986 968 258 024,
120202048 535362, 73571275933896, 41164018495673, 35883548822288,
82141815369081, 13948745441816, 62572216834662, 66473367 275961,
32483287007437, 65090741700067, 81711829010537, 73924464 261211,
12706662628 149, 108 806 730890289, 107927571373432,

23507560373 191, 91081374158003, 43661686269449, 131234796041 487,
12826885039212, 75613877347894, 68737434530529, 130703700 790660,
98148592223992, 43027020119298, 3266052257507, 98200479133911,
92149788878773, 108437721462279, 68854698137098, 123775102042 856,
30552599847 333, 75411812062594, 33949652622247, 60134367 248 840,
132710641621512, 85697078013 141, 37335613180209, 43074645668 974,
81297779073 005, 49598489091 086, 42368491378683, 68164047918 741,
1286738735799, 128839597493 040, 10510468426379, 49813875613 605,
70606 956332173, 45233580029363, 135440475770683, 493274602480,
21303642235374, 28082906449539, 8777858413067, 115812916894 354,
11607 742488667, 80861309465793, 72941905430238, 57948894377 265}

Tabl e [GCD[%[[2i 1] -%[[i 1], n]1, {i, 50}]

(,1,1,12,111,111121112111211111111, 1,
1, 1, 1, 541, 1,1, 1, 1, 1, 541, 1, 1, 1, 1, 1, 541, 1, 1, 1, 1, 1, 541, 1, 1}

Sure enough, 541 is a prime factor!

Pollard’ s p - 1 algorithm

As we ment i oned above, thisalgorithmonlyworkswell whenp-1is snooth,
meaningthat it isthe product of small prines
(exactly howsmal | canbe quantifiedinternsof itsrunningtinme). It
usesthesaneideaof tryingtofindtwo nunbers whichare equal nod p,
but very unlikelytobeequal modn. (As before, wedon' t knowp,
sothi s method doesn' t work very wel | whent he nunbers arerandom )

Let usrecall thegeneralizationof Fermat' s Little Theoremto conposite nunbers,
a’™ jscongruent tolnodulon, if aandnarerelativelyprime. Inpractice,

|3
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we can assunmreaandnarerel ativeprinmg,
forif they hadacomonfactor, we' d' veal ready factoredn.

For sinplicity, let' slookat n=paq,
wherepandqarebothprinmes. It' seasiesttonotivatethiswthanexanple,
withp =37 (herep-1=2%3%). Let' sthinkof anunber anodp as g*,
where x i s t he exponent of agenerator g (nodp). Thena?is g?* nodp,
and r epeat ed squari ng gi ves us a4:922" (modp). Sincexisdetermnednodp-1 =36,
thistellsusthat a* =gY, whereyisanultipleof 22. Nowby repeat ed cubi ng, we get a'? =
g®Y and a® - g¥Y. Sowe' dget anultipleof 36 by sonerepeat ed squari ngs and cubi ngs.

O course, hereweknewthevalueof p-1tobeginw th. However, evenif wedidn't,

we coul d do sone r epeat ed squari ngs and cubi ngstoget it qui ckly --si nply because p -

lissmooth, andhence aproduct of small powers of 2 and snal | powers

of 3. It doesn' t taketoomanytriestofindall of them: if p-1=2%3Y,
you never needtotry x bi gger thanthel ogarithmof ptothebase 2,
or tryybigger thanthelogarithmof ptothebase3. If youthrewinnoresmall prines

(5, 7, 11, ...) thiswouldn' t change much --aslongasyoudidn' t throwintoonmny nore,
itstill wouldn' t taketoonmany conbinationstohitit.

O course, inpractice, wedon't knowp -1,
or evenitsfactorization. Butifitisindeedsnooth,
t hen we coul dt ake sone randomnunber a and keep t aki ng snal | powers of it,
hopi ngtoget backtotheidentity. Then byl ooki ngat the GCDof this power -1,
we' dexpect toget p.

Inthisexanple, | pickedthe1076thprinme becauseit, mnus1,
doesn' t have afactor bigger than5. Again, inpracticeyouwuldnot knowthis!

n=Prine[1076] Prinme[351321]
43581116 807

a =2; Tabl e[a = Power Mbd[a, k, n]; a, {k, 1, 10}]

{2, 4, 64, 16777216, 25378515287, 17949771412,
36281609707, 8408577954, 23269452593, 10078534043}

a =2; Tabl e[a = Power Mbd[a, k, n]; GCD[a-1, n], {k, 1, 10}]
{1, 1, 1, 1, 1, 1, 1, 1, 8641, 8641}
Fact or | nt eger [n]

({8641, 1}, (5043527, 1}}

n=Prine[30] Prime[10]
3277
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a =2; Table[a = Power Mbd[a, k, n]; a, {k, 1, 10}]

(2, 4, 64, 2253, 256, 3213, 1, 1, 1, 1}

a =2; Tabl e[a = Power Mbd[a, k, n]; GCD[a-1, n], {k, 1, 10}]
{1, 1, 1, 1, 1, 1, 3277, 3277, 3277, 3277}

Factor | nteger [n]

{{29, 13}, {113, 1}}



