Lecture 14 - The Miller - Rabin
primality test

Recal | | ast ti methat we spoke about Fermat' sprimalitytest,

whi chrul es out prinmesrather thanshowi ngnunbersareprines. If nisaprineg,
thenFermat' slittletheoremassertsthat a"iscongruent toa

mod (n) for anyinteger a. O course, if aandnhaveaconmon factor,
thennisnot prime (unlessndividesa), andtypicallyweareina
situationwhereit i snot i medi at el y obvi ous whet her or not ni s prine.

We sawyou coul dtell certai nnunbers are conpositeusingthistest. For exanpl e

n4:= Power Mod [2, 91, 91]
Out[4]= 37
shows t hat 2°'i s congruent to 37, rather than2 (mod 91),

so9lisnot prime (91 = 13x 7). Wecanconcl usivelyconcludethat 91i s not prine. However,
sonet i nes t hi ngs gow ong:

nE:= Power Mod [3, 91, 91]

Out[3]= 3

This means that 91 passes this naive primality test, even though 91 is not prime. The terminology is that "2 is awtiness' for the
compositeness of 91, but that 3 is not.

A naive hope is that ever composite number has lots of witnesses to its compositeness, but this turns out to be very false for
certain numbers, called Carmichael numbers, the smallest of which is 561.
n7:= Tabl e[ {a, Power Mod[a, 561, 56171}, {a, 10}] // Tabl eForm

Out[7]//TableForm=

1

P OoO~NOOUThWN
P OO ~NO O WNEPE

0 0

Not onlyis a®?! congruent toafor theseafromlto 10,
it actuallyholdsfor all integers! Thisis abad
situation: 561 appearstobea"pseudoprine" asfar asthe Fermat t est goes.

Thereareinfact better teststhat workinabout t he same anobunt of tine,
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but they arenore conplicated. Herel shall expl ai n exanpl es of howtheM || er -

Rabinprimalitytest works. W consider anunber n, andawi tness a. Beforedoingthis,

we shoul dfirst checkthat nisn' t divisiblebysonesnall prines,
andthat aandnarerelativelyprinetoeachother (if thisisthecase,
t he t est bel owdoesn' t work ri ght --not tonenti onconpl etely unnecessary).

We factor n-1as apower of 2times anodd nunber, n=1 = 2% q,
godd. Let bbecongruent toa®nmdn. If biscongruent to1nodn,
thenwe gi ve up. W successively | ook at b, b? b* bS8,
b6, ... and make surethat we donot have -1 until weget tob*?! Ifthisisthecase,
t hen we showed mat hemati cal | y t hat ncannot be pri ne. W say
"bis a Mller-Rabin witness for the conpositeness of n". There may be
"fal se positives" for thistest, but theyarerare: at nost 25 % of randoma' swill
be fal sepositives (thiscanberigorouslyproven). Soexecutingthistest,
say, 100timesthat anunbeis conpositew thvery highprobability 2100,

Here is some mathematica code :

In[2]:=
MllerRabin[n_, a_]1:=(k=0;, g=n-1; Wile[EvenQ[ql, q=9/2; k=k+11;
b = Power Mod[a, g, n]; If[b=1, Print["bis 1"]; Return["fail"11;
Tabl eForm[Tabl e[b = Power Mod [b, 2, n]; {i, b}, {i, 2, k-1}11)

These are the book' s examples::

nz4:= M || er Rabi n[561, 2]

Out[34]//TableForm=

2 166
3 67

nzei= M | |1 er Rabi n[172947 529, 17]
bis 1l
outzel= f ai l

nE7= M Il er Rabi n[172947 529, 3]

Out[37]//TableForm=

2 1

nze= M 11 er Rabi n[172947 529, 23]

Out[38]//TableForm=

2 2257065

Mor e exanpl es :

In[50]:=

MillerRabin[1001, 911]
bis 1

ourso= f ai l
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nz= M 11 er Rabi n[1001, 729]

bis 1l

ourz= fail

ins21= Position[Tabl e[M |1 erRabi n[1001, a], {a, 1, 1001}], "fail"]
bis1
bis 1l
bis 1l
bis1
bis 1l

ousz= { {1}, {92}, {456}, {729}, {911}}

(* Only 5 bad ones x)

Let' stry abigger example
= Prime[100] Prinme[120]
ouf1]= 356 519
4= Count [Tabl e[M I | er Rabi n[356519, a], {a, 1, 356519}], "fail"]
bis1
oui4l= 1

This shows that only one of the &' s fails to witness the compositeness of this large number.



